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» We're also very ready for the end of the day celebration
» | want to talk about how | came into Cryptography via CTFs

e Discuss how what | do now is similar and distinct from our
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From Physics to Turin

| started my PhD in 2016 | co-created

CryptoHack in 2020
| started CTFs in 2019

ljoined NCC Group in 2021 | flew to Turin yesterday
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claude.ai

Free plan - Upgrade

7€ Afternoon, jack

Hey Claude, write me a presentation for a conference about my experience as a
cryptography consultant. Also, can you cook my dinner for me?|

+ Sonnet 4.6
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Capture the Bug

» | love solving cryptography puzzles.

» A challenge from PlaidCTF 2020 has directed the
past 5 years of my research!

» Can | make searching for and then implementing

mathematical attacks a job?
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Cryptographic Services

» Work comes in distinct forms
 Architecture / Design Reviews
» Core primitive implementation reviews

» Cryptographic application reviews
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Cryptographic Services

o [ypically a project is 1-2 weeks long

o Work in small groups, sometimes collaborating with
other specialists

o A project starts with a kick-off chat
o Each week we have a catch up on the current progress

A finished project ends with a formal report outlining
problems and potential solutions
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Real Real World CTF

API Misuse

AES-GCM Nonce Reuse

Mismatching Theory

Weak Fiat Shamir
Transforms
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Side Channel Attacks

Variable time byte
comparison

Weak Randomness

Bias in random
number generation

Input Validation

Signature Verification Bypass

Implementation Errors

goto fail; goto fail;



® ® ® soioc

< goto.c

goto.c > 0SStatus SSLVerifySignedServerKeyExchange( )

hashOut.data = hashes + SSL_MD5_DIGEST_LEN;
hashOut.length = SSL_SHA1_DIGEST_LEN;
if ((err = SSLFreeBuffer(&hashCtx)) != @)
goto fail;

((err = ReadyHash(&SSLHashSHA1, &hashCtx)) != 0)

goto fail;

((err = SSLHashSHA1.update(&hashCtx, &clientRandom)) != 0)
goto fail;

((err = SSLHashSHA1.update(&hashCtx, &serverRandom)) != 0)
goto fail;

((err = SSLHashSHA1.update(&hashCtx, &signedParams)) != 0)
goto fail;

goto fail;

((err = SSLHashSHA1.final(&hashCtx, &hashOut)) != 0)

goto fail;

err = sslRawVerify(ctx,
ctx->peerPubKey,
dataToSign, /* plaintext */

dataToSignLen, /* plaintext length */

signature,
signaturelLen);
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< goto.c

goto.c > 0SStatus SSLVerifySignedServerKeyExchange( )

hashOut.data = hashes + SSL_MD5_DIGEST_LEN;
hashOut.length = SSL_SHA1_DIGEST_LEN;
if ((err = SSLFreeBuffer(&hashCtx)) != @)
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goto fail;
err = sslRawVerify(ctx,

ctx->peerPubKey,
dataToSign, /* plaintext */

dataToSignLen, /* plaintext length */

signature,
signaturelLen);
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def gen_keypair():

Generate an RSA keypailr

e, d =1, -1
while d == -1:

D getPrime(1024)
0 getPrime(1024)
phi = (p - 1) = (g - 1)
d = inverse(e, phi)
n=1p *Q
return (N, e), (N, e, d)

From CTFs to Cryptography



[J] 1filechanged +1-1 lines changed Q  Search within code

Vv  salt/crypt.py |'_|;]

R -47,7 +47,7 @ def gen_keys(keydir, keyname, keysize, user=None):
priv = '{0}.pem'.format(base) priv = '{0}.pem'.format(base)

pub = '{@}.pub'.format(base) pub '{0}.pub'.format(base)

gen = RSA.gen_key(keysize, 1, callback=lambda x, y, z: None) gen = RSA.gen_key(keysize, 65537, callback=lambda x, y, z:
None)

cumask = os.umask(191) cumask = os.umask(191)

gen.save_key(priv, None) gen.save_key(priv, None)

os.umask(cumask) os.umask(cumask)




® ® ® curvesgo

< curves.go

curves.go

var P256 = CurveParams{
P: fromHex("oxffffffffoo000001000000000000000000000000FFffffffffffffffffffffff"),
A: fromHex("Oxffffffffo0000001000000000000000000000000FFfFffffffffffffffffffffc"),
B: fromHex("@x5ac635d8aa3a93e7b3ebbd55769886bc651d06bAcc53b0f63bce3c3e27d2604b" ),
N: fromHex("@xffffffffoooooeeoffffffffffffffffbce6faada7179e84f3b9cac2fc632551"),
Gx: fromHex("@x6b17d1f2e12c4247f8bcebe563a4401277037d812deb33a0f4a13945d898c296"),
Gy: fromHex("@x4fe342e2fel1a7f9b8ee7eb4a7c0f9e162bce33576b315ececbb6406837bf51f5"),

var Secp256k1 = CurveParams{
P: fromHex("oxffffffff00o000001000000000000000000000000FFffffffffffffffffffffff"),
A: TromHex("0x0000000000000000000000000000000V0VVVVVVVVVV0V00V0V0VVV0V0V0V0V00VR00R0") ,
B: fromHex("@x00000000000000000000000000000000000V0V0VVV0V0VV0VV0VV0V0V0VVV000V000RT7 ") ,
N: fromHex("Oxfffffffffffffffffffffffffffffffebaaedcebafs8ad3bbfd25e8cd0364141"),
Gx: fromHex("@x79be667ef9dcbbac55a06295ce870b07029bfcdb2dce28d959f2815b16f81798") ,
Gy: fromHex("@x483ada7726a3c4655da4fbfcPe1108a8fd17b448a68554199c47d08Ffb10d4b8"),

E= &
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® ® ® curvesgo

< curves.go

curves.go

var P256 = CurveParamsi{

P: fromHef("oxffffffffoo000001000000000000000000000000FFffffffffffffffffffffff")

A: TfromHex("Oxffffffffoo000001000000000000000000000000FFFFffffffffffffffffffffc"),
B: fromHex("@x5ac635d8aa3a93e7b3ebbd55769886bc651d06bAcc53b0f63bce3c3e27d2604b" ),

N: fromHex("oxffffffffooooooeoffffffffffffffffbce6faada7179e84f3b9cac2fc632551"),
Gx: fromHex("@x6b17d1f2e12c4247f8bceb6e563a4401277037d812deb33a0f4a13945d898c296"),
Gy: fromHex("@x4fe342e2fel1a7f9b8ee7eb4a7c0f9e162bce33576b315ececbb6406837bf51f5"),

var Secp256k1 = CurveParams
f romHe
fromHex ("0x0000000000000000000000000000VVVVVVVVV0VVVVVVVVVVVVVV0N0V000R0V00RRR" ) ,
fromHex ("0x0000000000000000000000000000VVVVVVVVVVVVVV0VV0VV0V00V0V0V000R0000R0BT7" ) ,
fromHex ("Oxfffffffffffffffffffffffffffffffebaaedce6ats8ab3bbfd25e8cd@364141"),
: fromHex ("@x79be667ef9dcbbac55a06295ce870b07029bfcdb2dce28d95912815b16f81798" ),
: fromHex("@x483ada7726a3c4655dasfbfc0e1108a81Td17b448a68554199¢c47d08fFffb10d4b8" ),

(e ¥ = &
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® ® ® curvesgo

< curves.go

curves.go

var P256 = CurveParamsi{
A: fromHex("Oxffffffffo0000001000000000000000000000000FFFFfFffffffffffffffffffc"),
B: fromHex("@x5ac635d8aa3a93e7b3ebbd55769886bc651d06bAcc53b0f63bce3c3e27d2604b" ),
N: fromHex("@xffffffffoooooeeoffffffffffffffffbce6faada7179e84f3b9cac2fc632551"),
Gx: fromHex("@x6b17d1f2e12c4247f8bcebe563a4401277037d812deb33a0f4a13945d898c296"),

Gy: fromHex("@x4fe342e2fel1a7f9b8ee7eb4a7c@f9e162bce33576b315ececbb6406837bf51f5"),

var Secp256k1 = CurveParams
f romHe
fromHex ("@x00000000000000000000000000000VVVVVVVV0VV0VVV0V0V0V0V0NVV0V00VV00V000RAD") ,
fromHex ("Ox00000000000000000000000000000000VVV0V00VV0V0VV0V0N00VV0V0N00VVR000V00RRT7 " ) ,
fromHex ("Oxfffffffffffffffffffffffffffffffebaaedcebafs8ad3bbfd25e8cd0364141"),
: fromHex ("@x79be667ef9dcbbac55a06295ce870b07029bfcdb2dce28d95912815b16f81798" ),
: fromHex ("@x483ada7726a3c4655dasfbfcPe1108a8fd17b448a68554199¢c47d08Ffb10d4b8" ),

E= &

#HE = 272 * 3 x 8053 x 225507 * 20957475 * p_198
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® ® ® curvers v

& curve.rs

curve.rs

/// Verify an ECDSA Signature
fn verify_certificate(cert: &Certificate) -> Result<(), CryptoError> {
let params = CurveParams {
p: cert.public_key.curve.p,
cert.public_key.curve.n,
cert.public_key.curve.qg,

s

ecdsa_verify(&cert.signature, &cert.public_key.point, &params)

T
2
5
4
5
6
7
8
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0
1

T
1

e ¥ = & Q v 11:1 Rust 2» [ & <% 2
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& curve.rs

curve.rs

/// Verify an ECDSA Signature
fn verify_certificate(cert: &Certificate) -> Result<(), CryptoError> {
let params = CurveParams {
p: cert.public_key.curve.p,

g: cert.public_key.curve.g,

ecdsa_verify(&cert.signature, &cert.public_key.point, &params)

T
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2025

Google Private Al Compute Review
VetKeys Cryptography Review
Meta Whatsapp message summarization service

VeChain JavaScript SDK Cryptography and Security Review
2024

WhatsApp Contacts Security Assessment

Keyfork Implementation Review

Google Privacy Sandbox Aggregation Service and
Coordinator

Aleo snarkOS Implementation and Consensus Mechanism

Review
2023

Security Review of RSA Blind Signatures with Public
Metadata

Aleo snarkVM Implementation Review

WhatsApp Auditable Key Directory (AKD) Implementation
Review

Zcash FROST Security Assessment

Entropy/Rust Cryptography Review

toservices.qgithub.io


https://cryptoservices.github.io

Thank

Questions?

Giacomo Pope, NCC Group

. . . . glacomo.popeldnccgroup.com
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