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• We’re here because we love CTFs

• We’re also very ready for the end of the day celebration

• I want to talk about how I came into Cryptography via CTFs

• Discuss how what I do now is similar and distinct from our 

hobby

• Be available to guide folks interested in this direction 
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I started CTFs in 2019

I co-created  
CryptoHack in 2020

I joined NCC Group in 2021 I flew to Turin yesterday 

From Physics to Turin

I started my PhD in 2016
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• I love solving cryptography puzzles.

• A challenge from PlaidCTF 2020  has directed the 

past 5 years of my research!

• Can I make searching for and then implementing 

mathematical attacks a job?

Capture the Bug

From CTFs to Cryptography



One must imagine Sisyphus Happy 

From CTFs to Cryptography



One must imagine Sisyphus Happy 
CTF Players

From CTFs to Cryptography



The CTF Experience

From CTFs to Cryptography



The CTF Experience

Puzzle Solving

From CTFs to Cryptography



Sharing Writeups

The CTF Experience

Puzzle Solving

From CTFs to Cryptography



Learning in Teams Sharing Writeups

The CTF Experience

Puzzle Solving

From CTFs to Cryptography



Learning in Teams Sharing Writeups

Winning Competitions

The CTF Experience

Puzzle Solving

From CTFs to Cryptography



Learning in Teams Sharing Writeups

Winning Competitions Racing for First Blood

The CTF Experience

Puzzle Solving

From CTFs to Cryptography



Learning in Teams Sharing Writeups

Winning Competitions Travelling the World Racing for First Blood

The CTF Experience

Puzzle Solving
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• Work comes in distinct forms

• Architecture / Design Reviews

• Core primitive implementation reviews

• Cryptographic application reviews
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• Typically a project is 1-2 weeks long

• Work in small groups, sometimes collaborating with 
other specialists

• A project starts with a kick-off chat

• Each week we have a catch up on the current progress

• A finished project ends with a formal report outlining 
problems and potential solutions

Cryptographic Services
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API Misuse

Variable time byte  
comparison 

Side Channel Attacks 

Signature Verification Bypass

Input Validation

Weak Fiat Shamir 
Transforms

Mismatching Theory

Bias in random 
number generation

Weak Randomness

goto fail; goto fail;

Implementation Errors

Real Real World CTF

AES-GCM Nonce Reuse
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def gen_keypair(): 
    """ 
    Generate an RSA keypair 
    """ 
    e, d = 1, -1 
    while d == -1: 
        p = getPrime(1024) 
        q = getPrime(1024) 
        phi = (p - 1) * (q - 1) 
        d = inverse(e, phi) 
    n = p * q 
    return (N, e), (N, e, d)
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#E = 2^2 * 3 * 8053 * 223507 * 20957473 * p_198
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• There is not always a bug to be found!

• We often do not require working exploits

• The value of our work is (partially) in non-technical 
discussions of the problem and proposed solution

• I’ve yet to use LLL during my day job

The Differences
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